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Abstract

In the evolving landscape of digital marketing, the ethical tension between personalized advertising and consumer privacy has
become a central concern. The study aimed to critically examine the dual imperatives of personalization and privacy, assessing how
data-driven marketing practices influence consumer trust, consent behaviors, and perceptions of transparency. A mixed-methods
approach was employed, combining quantitative survey data from 300 digital consumers with qualitative thematic analysis of 50
scholarly articles, regulatory frameworks, and industry white papers. Quantitative data were analyzed using descriptive statistics and
inferential methods, including correlation and regression analysis, while qualitative data underwent thematic coding to identify
recurring ethical patterns. Results revealed that while 82% of participants appreciated personalized advertisements, only 31% trusted
companies to handle their data ethically, and just 28% felt informed about how their data were used. There was a notable gap between
the preference for opt-in consent (71%) and actual usage of privacy controls (19%). Thematic findings emphasized issues such as
algorithmic opacity, re-identification of anonymized data, consent misalignment, and the erosion of digital trust. The study concludes
that existing regulatory frameworks, while necessary, are insufficient on their own. Ethical, consumer-centric models that prioritize
transparency, informed consent, and trust-building are essential for sustainable digital marketing practices. Recommendations
include ethics-by-design strategies, simplified privacy interfaces, and greater consumer education to bridge the gap between
personalization benefits and privacy protection.
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Introduction

In the digital age, marketing strategies have undergone a profound transformation. The advent of data-driven technologies has
ushered in an era where personalization is not only possible but expected. With the help of massive amounts of consumer information,
organizations now use the information to create personalized experiences, which customizes advertisements and promotional
material to consumer preferences and behaviors (Aguirre et al., 2015; Bleier & Eisenbeiss, 2015). This personalization is advanced
by smart algorithms that process behavioral, demographic, and psychographic data increasing customer engagement & loyalty (Chen
et al., 2009; Arora et al., 2008). There is an increasing tendency to personalization, which is supported by ever-increasing worries
about consumer privacy. The same mechanisms for accumulating data used to support personalized marketing may transcend into
undermining individual rights to privacy if done without consent and proper transparency (Martin, 2018; Acquisti et al., 2015). The
paradox of personalization—that though consumers want personalized experiences, they are equally uncomfortable with the invasion
of privacy—has become the chief malaise that contemporary marketing ethics grapple with (Aguirre et al., 2015). The spread of
online behavioral advertising (OBA) is a good example of this dilemma. By following consumers from site to site and across devices,
it is possible to pop up ads that reflect users’ inferred interests closely (Boerman et al., 2017). Though this increases marketing
effectiveness, it does so in opaque ways that do not allow the consumers to realize the level at which their personal data is being
used. Such practice has triggered demands for tighter regulatory controls, ethical marketing measures, and competent privacy
provisions (Nill & Aalberts, 2014;. FTC, 2012).

With businesses growing dependent on consumer data to improve marketing strategies, it presents them with a considerable ethical
problem; how to make our cativatativeness to individuality commensurate with the moral and legal imperative of privacy. The market
logic of predominance tends to favor performance indicators, such as click-through rates, conversions and engagement, over the
factors of consumer autonomy and informed consent (Zuboff, 2023; . Tufekci, 2015). Ignoring privacy issues can create a lack of
consumer trust, the compromising of a company’s reputation and legal consequences (Martin, 2018; Schwartz & Solove, 2011). One
of the significant problems is within the ambiguity on what personally identifiable information (PIl) actually is and how to protect
it. The traditional understandings of PIl are being undermined by big data analytics (which can re-identify anonymous data through
the data triangulation) (Schwartz & Solove, 2011). This raises concerns about whether existing privacy regulations and ethical

© 2025 FISHTAXA. Al rights reserved 286 Journal homepage: www.fishtaxa.com


http://www.fishtaxa.com/
mailto:ssnil1970@gmail.com

FishTaxa - Journal of Fish Taxonomy
Vol 37, ISSN: 2458-942X

frameworks are sufficient to address the realities of modern data-driven marketing (Barocas & Nissenbaum, 2014; Monteiro, 2023).
There exists a gap between consumer expectations and corporate practices. While consumers value privacy, many are unaware of
the extent of data harvesting and profiling conducted by marketers (Culnan & Bies, 2003; Lyon, 2018). When privacy violations
occur, the damage extends beyond legal penalties to the erosion of trust in the digital ecosystem (Martin, 2018). This ethical
disconnect highlights the urgent need for clearer guidelines, ethical marketing models, and consumer-centric regulatory policies
(Nissenbaum, 2009; Regulation, 2018). The study examines the ethical dimensions of data-driven marketing with a specific focus
on the tension between personalization and privacy. It explores how businesses can ethically collect, manage, and utilize consumer
data to deliver personalized marketing content without compromising privacy rights. While the analysis is global in orientation, it
particularly emphasizes practices prevalent in digital environments—e-commerce platforms, social media, and targeted advertising
systems.

The study draws extensively from academic literature, legal frameworks, and industry practices, using a normative and analytical
approach. It does not empirically test consumer behavior or preferences, nor does it offer a technical audit of data security systems.
Instead, it aims to provide a conceptual and ethical framework to guide marketers, policymakers, and researchers in navigating the
complexities of data ethics in marketing. Limitations of the study include the lack of primary data and real-time case analysis.
Furthermore, ethical considerations in marketing are influenced by cultural, legal, and contextual factors that vary across regions.
Thus, while this paper aims to outline universal principles, its practical recommendations may require contextual adaptation. The
study focuses predominantly on commercial marketing practices and does not delve into political or governmental uses of data
analytics, although there may be conceptual overlaps. The significance of the study lies in its timely interrogation of one of the most
pressing ethical dilemmas in digital marketing today. As personalization becomes a cornerstone of consumer engagement strategies,
the need to address privacy concerns becomes not just a legal necessity but a strategic imperative. The research contributes to the
discourse by examining how trust, transparency, and ethical governance can enhance the legitimacy and effectiveness of personalized
marketing efforts (Aguirre et al., 2015; Martin & Murphy, 2017). The study offers a critical review of marketing practices in the
context of legal frameworks such as the General Data Protection Regulation (GDPR) and the FTC’s privacy guidelines (Regulation,
2018; FTC, 2012). Such regulations animate an ethical backcloth on which the contours of the data usage can be gauged. Law alone
is insufficient. Marketers have to positively accept ethical self-regulation in their data strategies integrating fairness, accountability,
and consumer empowerment (Meiselwitz, 2020; Moor, 2005). The study addresses new issues regarding the impact of intrusive
personalization on people’s and society’s existence. The concept “surveillance capitalism” — as argued by Zuboff (2023) reminds us
of the future where human experiences are nothing but a commodity — extracted ceaselessly. Parallel to these arguments are
anthropomorphic Al agents that mimic the behavior of human beings to harvest data from consumers furthering persuasion with
manipulation (Kim et al., 2024). Such developments support the need for ethical boundaries which protect human dignity and agency
on the Internet marketplace.

The study is added to the development of a privacy minded marketing model that incorporates mindfulness and ethical reflection in
the development of strategy (Bahl et al., 2016). By adopting such a model marketers can go beyond a compliance-based approach to
privacy and leverage a value-based model that can build long term customer relationships and society trust. Finally the work can be
used as a resource to further research of digital ethics, consumer rights, and the future of marketing in a data-intensive world. It is
based on seminal theories in privacy scholarship; (Nissenbaum, 2009; Laudon, 1996), and the modern questions about algorithmic
harms, behavioral targeting and scourging of norms (Tufekci, 2015; Gilliom & Monahan, 2012). In this integrative lens, the study is
aimed at taking the ethical and humanistic concept of data driven marketing further.

Research Objectives

e To critically analyze the ethical dilemma that results between personalization and privacy in data-driven marketing through
conceptual and literature-based methods.

e Todetermine and discuss ethical themes, trends as well as patterns that pertain to the aforementioned consumer trust, regulatory
gaps, and algorithmic practices in digital marketing.

e  Suggest areas for future research and ethical suggestions for how to put in place transparent, context-relevant and value-sensitive
marketing strategies.

Methodology

Research Design

The study utilized a convergent parallel mixed-methods design in order to combine the use of qualitative and quantitative methods
in order to gain a more rounded understanding of the ethical debate between personalization versus privacy in data driven marketing.
The qualitative component used conceptual analysis and thematic synthesis of the available academic literature, regulatory
documents, and industry white papers. Meanwhile the quantitative aspect involved the administration of a structured questionnaire
with the aim of measuring consumer perceptions, attitudes and response to issues of personalized marketing and privacy practice.
This was a double hit: it provided triangulation of methods and enriched the interpretative depth of the findings.
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Data Collection

Quantitative data were collected using a standardized online survey instrument developed with both closed-ended and Likert-scale
questions. The survey assessed dimensions such as consumer knowledge of data practices, attitudes toward personalized advertising,
trust in marketers, and concerns about privacy. For the qualitative component, secondary data were gathered through systematic
document analysis. The corpus included peer-reviewed journal articles, ethical codes from marketing associations, data protection
regulations (such as GDPR and FTC guidelines), and white papers from technology firms. These documents were reviewed to extract
recurring ethical themes, conceptual contradictions, and evolving regulatory perspectives.

Population and Sampling

The target population for the quantitative phase consisted of digital consumers aged 18 and above, drawn from diverse demographic
backgrounds and residing in urban regions across North America, Europe, and Asia. These regions were selected to reflect the global
orientation of the study and the diversity in regulatory and cultural contexts related to data privacy. A non-probability purposive
sampling technique was used to recruit 300 respondents through online platforms including social media, professional networks, and
email invitations. For the qualitative analysis, a literature-based sampling approach was adopted. Key academic databases—such as
Scopus, Web of Science, and Google Scholar—were used to identify peer-reviewed publications, policy briefs, and legal frameworks
published between 2005 and 2024. A total of 50 scholarly articles and regulatory documents were selected based on relevance,
citation impact, and conceptual alignment with the study objectives.

Data Analysis Techniques

e Descriptive and inferential statistical methods were employed.

e Measures of central tendency (mean, median) and dispersion (standard deviation, variance) were calculated to summarize the
data.

e Correlation and regression analyses were performed using SPSS software.

Quialitative Data Analysis:
e Analysis Method: Thematic content analysis was employed for qualitative data.
e Coding Process: Textual data were manually coded into key themes:
o Transparency
o Consent
o Algorithmic bias
o Consumer autonomy
o Regulatory adequacy
e Thematic Mapping: Created to reveal:
o Recurring patterns
o Contradictions among ethical frameworks and scholarly views
e Data Integration:
o Quantitative and qualitative findings were integrated during interpretation.
o This ensured coherence and complementarity between numerical data and thematic insights.

Ethical Considerations

The study adhered strictly to ethical research principles. For the survey component, informed consent was obtained from all
participants, who were assured of anonymity and confidentiality. Participation was voluntary, and respondents retained the right to
withdraw at any stage without penalty. The questionnaire did not solicit any personally identifiable information (PII), and data were
stored securely with access restricted to the research team. For the qualitative review, intellectual property rights were respected by
citing all sources accurately and avoiding any form of plagiarism. The study conformed to the ethical guidelines of the institution
under which it was conducted and followed the principles of beneficence, non-maleficence, and justice in the handling and
interpretation of data.

Result
The section reports on the findings of both quantitative survey and qualitative thematic analysis. It combines the insights qualitatively
with data interpretation, with key findings, and identifying ethical patterns of the paradox of personalization versus privacy.

Attitudes Toward Personalization and Data Trust

Table one indicates the paradoxical nature of the consumer attitudes to personalized marketing. Although 82% of the respondents
agreed that personalized ads enhance their digital experience, 31% did not trust companies to manage their data correctly. This large
gap hints that although consumers are keen on relevance and in convenience, they are very sceptical about how their data is being
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collected and used. Only 28% felt that they were informed regarding data usage which is a clear indicator of how largely transparent
and general lack of understanding is currently in data practices. Privacy concerns were also at the forefront with both 74 percent
worrying when shopping or browsing online. These findings resonate with an oeuvre level ethical predicament. consumers are
grateful for personalization but are not comfortable with the ways in which it is achieved. The results underline the necessity for
more transparent data policy, more accessible mechanisms of consent and ethical frameworks of marketing that should focus on
consumer trust and autonomy. It is imperative to close this trust gap to maintain effective and responsible data driven marketing
strategies.

Table 1: Perception of Personalization and Trust in Data Use

Statement Agree Neutral Disagree
(%) (%) (%)
Personalized ads improve my 82 10 8
digital experience
I trust companies to handle my 31 26 43
data ethically
| feel informed about how my 28 34 38
personal data is used
| worry about privacy when | 74 18 8
shop or browse online

B Agree (%) [ Neutral (%) Disagree (%)

Personalized ads
improve my digital
experience
| trust companies
to handle my data
ethically

| feel informed
about how my
personal data is
used

1 worry about
privacy when |
shop or browse

online

Statement

0 25 50 75 100

Figure 1: Consumer Perceptions of Personalization, Data Ethics, and Privacy Concerns

Consent Behavior and Privacy Controls

Table 2 presents some views of consumer behavior towards the consent and privacy tools in digital settings. There is a significant
71 per cent of respondents who favor platforms that implement opt-in consent in tracking data, which is an evident desire for
autonomy and direct control of the identification of personal client data. Only 19% have customized their ad/privacy settings, one
can see a hig gap between privacy intentions and actions performed in the real world. Of significance, 45% of participants
misconstrued that closing a cookie banner deprives data access implying confusion regarding consent avenues. Only 13% indicated
reading of privacy policies regularly, and 81% stated that they do not, an indication that either the documentation is too complex or
that the documentation is not a user priority. In combination these results imply that while users want more autonomy and
transparency, it appears that there is a general dearth of digital literacy and practicality. This underlines the requirement for better
documented consent procedures and more user-friendly privacy settings, as well as easier communication of data policies.
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Table 2: Consumer Behavior Related to Consent and Privacy Tools

Consent and Privacy Action Yes No Not
(%) (%) Sure
(%)
| prefer platforms that offer opt-in consent for 71 19 10
data tracking
I have customized my ad or privacy settings 19 74 7
on digital platforms
| believe that closing a cookie banner denies 45 38 17
data access
I regularly read the privacy policies before 13 81 6
using online services

B Yes (%) B No (%) Not Sure (%)

I prefer platforms
that offer opt-in
consent for data
tracking

I have customized
my ad or privacy
settings on digital
platforms

| believe that
closing a cookie
banner denies
data access

I regularly read
the privacy
policies before
using online
services

Consent and Privacy Action

0% 25% 50% 75% 100%

Figure 2: Consumer Behavior Toward Consent and Privacy Tools in Digital Environments

Qualitative Analysis of Scholarly and Regulatory Literature

The main ethical issues that emerged from the thematic analysis of scholarly and regulatory literature on data-driven marketing are
presented in Table 3. The reoccurring problem is the problem of opacity in algorithmic systems as personalisation technologies
operate without giving the consumers clear explanations of how their data is processed and decisions are arrived at. This opacity aids
in the erosion of digital trust because the users become more sceptical and withdrawals from the virtual world. The theme of consent
misalignment shows that legal compliance is prone to failing ethical standards, because most of the consent schemes deployed
provide little if any real control or informed choice to the users. Re-identifying data presents a major threat to privacy because
triangulation methods through which supposedly anonymous data can be put back together contain serious privacy threats. These
concerns thrive to the final demand for ethics-by-design — a request from marketers to do more than meet regulations, but to inbuilt
inherent ethical values of fairness, accountability, and user power in actual data practices. These themes combined, point to the
complexity of and urgency for ethical reform in digital marketing.

Table 3: Thematic Summary of Ethical Challenges in Data-Driven Marketing

Ethical Theme Description
Opacity in Algorithmic Personalization engines lack transparency and consumer
Systems explainability
Consent Misalignment Legal consent often lacks informed agreement or meaningful
user control
Re-identification of Data Anonymous data can often be traced back using
triangulation methods
Erosion of Digital Trust Lack of transparency leads to consumer skepticism and
disengagement
Demand for Ethics-by- Legal compliance is not sufficient—ethical models are
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Design needed in marketing strategy

Key Findings and Patterns Across Methods

Table 4 synthesizes information emanating from the quantitative survey and qualitative thematic analysis on the vital patterns of
consumer attitudes and ethical aspects of data-driven marketing. The tension between personalization and privacy is clear, a fact
which is reflected in the fact that though users enjoy personalized content, they also distrust the use of their data (Shown in Table 1
and reiterated by concern for algorithmic opacity). There was also a pronounced literacy gap with respect to data; while expressing
high concern about privacy, consumers’ usage of privacy tools continue to be low, implying a need for better awareness and easier
interfaces. The idea of a consent illusion is especially aggravating because a lot of the consent methodologies discovered are not
effective but are merely performative which gives the users almost no real control. Regulatory deficiencies were determined from
literature review and it emerged that modern frameworks fail to counter emerging threats such as data re-identification. Notably,
users favored platforms serious about ethical practices rather than legal compliance. This is a clear indication of the increasing
demand of ethics focused marketing approaches.

Table 4: Integrated Findings from Quantitative and Qualitative Analysis

Dimension Key Pattern ldentified

Personalization vs. Privacy Users want personalization but distrust data use mechanisms
Data Literacy Gap High privacy concern, low engagement with privacy tools
Consent Illusion Consent is often symbolic, not substantive

Regulatory Shortcomings Legal frameworks lag behind data re-identification and profiling

practices
Ethical Preference over Participants favored platforms that embraced ethical practices
Legal voluntarily

Discussion

The study was conducted with an aim of understanding the ethical conflict between privacy and personalization in data driven
marketing using both quantitative and qualitative methods. The results revealed a paradox central to modern digital engagement:
while consumers express strong preferences for personalized experiences, they also exhibit significant distrust and confusion
regarding how their personal data are collected, used, and protected. Quantitative findings indicated that 82% of users welcomed
personalization, yet only 31% trusted companies to manage their data ethically, and only 28% felt informed about how their data
were used. This preference-distrust duality was further compounded by behavioural gaps—although 71% of respondents preferred
opt-in consent mechanisms, only 19% had ever adjusted their privacy settings. Thematic analysis of literature and policy documents
highlighted structural deficiencies in ethical marketing practices, particularly in algorithmic opacity, re-identification risks, and
superficial consent mechanisms. Together, these findings emphasize the urgent need for marketing models that are not only legally
compliant but also ethically responsible, consumer-centric, and trust-enhancing.

The findings of the study are consistent with and extend existing literature on the personalization-privacy trade-off in digital
marketing. Prior studies have documented consumers’ simultaneous desire for relevance and wariness about surveillance (Aguirre
et al., 2015; Martin, 2018). The study confirms such tensions and adds new insight by showing that even among digitally literate
users, there exists a significant knowledge-action gap. While individuals may value control, they often lack the literacy or motivation
to actively manage their data preferences, echoing Culnan and Bies (2003), who discussed the illusion of choice in digital consent
frameworks. Furthermore, the study supports the arguments made by Nissenbaum (2009) in her theory of contextual integrity, where
privacy concerns arise not simply from data collection itself, but from the inappropriate flow of information without contextual
understanding. The finding that only 13% of respondents regularly read privacy policies aligns with earlier critiques of informed
consent mechanisms as overly complex and ineffective (Acquisti et al., 2015). The illusion of consent—where users “agree” to data
collection under the pressure of default settings and opaque policies—is mirrored in prior empirical studies (Barocas & Nissenbaum,
2014) and was validated here both in survey results and qualitative review. The theme of algorithmic opacity, identified in the study's
qualitative analysis, resonates with Zuboff’s (2023) notion of "surveillance capitalism," wherein personalization technologies
commodify human behavior while keeping their operations hidden. Consumers usually do not know how, or why, specific
advertisements are presented to them, which undermines the trust (Boerman et al., 2017). This lack of transparency only serves to
heighten feelings of manipulation, something that Tufekci (2015) also speaking on the matter noted with the warning that there is
algorithmic persuasion without accountability. The last finding that consumers prefer ethical practices adopted by platforms to bare
legal compliance confirms Meiselwitz (2020) and Moor (2005) that have advocated for a transition from rule- to value-based ethical
frameworks. The rising need for ethics-by-design as seen in the study reflects a change in public expectations; users want platforms,
which adhere to regulations like GDPR (Regulation, 2018) but proactively safeguard them and make them empowered.
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The results of the study have important practical and theoretical consequences for marketing theory as well as for business practice.
Theoretically, they advocate for a re-visioning of digital marketing ethics as moving from two-agenda approach from thinking about
privacy versus personalization to thinking about modes of user agency, transparency and trust as dynamic and interrelate variables.
The evidence confirms that there must be an integration of ethics into algorithmic design, user interfaces, and consent architecture.
The consequences for practitioners are severe. To start with, personalization strategies need to be rethought in terms of affordance
of transparency tools that explain transparently how the data can be utilized, what is the reason for personalizing the content and
what control options there are to the users. Companies should go further than legal compliance toward proactive ethical design, using
privacy dashboards, real-time notifications, and user-friendly settings providing users with the additional knowledge and autonomy
they require. Second, brands need to realize that consumer trust is not a static variable, but a flowing asset. Additional opaque
practices, even legal in nature, may lead to loss in reputation and user disengagement. Ethical marketing may be used as competitive
advantage. It is found that the type of platforms perceived as trustworthy and protective of user rights are the ones that are more
likely to maintain long term customer relationships. This is particularly important in such areas as e-commerce, health tech and
financial services because of extremes data sensitivity. The rise of the privacy conscious consumers is an opportunity to stand out as
products adopt and advance ethical standards.

Even though, the study is not flawless with its limitations. First, though the quantitative data give valuable information, the sample
was reduced to 300 digitally active users, mostly from urban and technologically advanced areas. Thus, the results might not apply
to less literate and less accessible digital populations. Demographic factors including age and education level, cultural orientation
were under analyzed, which may have impacted privacy attitudes in behaviors. Second, the qualitative component relied on secondary
sources—scholarly articles, regulatory texts, and white papers—without incorporating real-time interviews or organizational case
studies. This limited the scope of empirical context, particularly regarding how companies interpret and implement ethical guidelines.
Future studies may consider qualitative interviews with marketing professionals or privacy officers to add practical depth. Third, the
research did not include a technical audit of personalization algorithms or consent management systems. As a result, the study
remains conceptual and behavioral in focus, rather than technological. Given the increasing complexity of algorithmic systems,
integrating technical evaluations into ethical assessments would provide a more holistic understanding. Finally, while legal
frameworks like GDPR and the FTC’s guidelines were considered, the study did not perform a comparative legal analysis across
jurisdictions. Given the global nature of data flows and varying national laws, a cross-regional legal study could enrich the
understanding of ethical gaps and regulatory effectiveness.

The study opens several avenues for future research. First, more empirical research is needed to understand how users interact with
privacy tools in real-world settings. Experimental studies or longitudinal tracking could reveal whether ethical design changes—
such as simpler privacy settings or clearer consent forms—improve user trust and behavior. Second, research of the future should
address the cultural and regional variations in the attitudes towards privacy. Privacy is not a universal construct and what is intrusive
on one situation is acceptable on another. Cross-cultural research might assist marketers to devise ethically adaptive strategies that
necessarily recognize local narratives while enacting universal norms. Third, the increasing (and evolving) role of Al in
personalization requires tight ethical review. As companies implement machine learning models which predict and then guide
consumer behavior, issues of manipulation, autonomy, and fairness even gain a deeper significance. None-the-less research in
algorithmic accountability, auditability, and fairness metrics could contribute a lot in this area too. Fourth, ethical literacy among the
marketers should be discussed. What do the marketing professionals think their ethical responsibility is? What
educations/tools/frameworks do they use to find decisions that can be harmonious with consumer interests and societal values? Any
grasp of the human aspect of ethical marketing may result in better policy and organizational change. Finally, studies of the future
should measure the efficiency of self-regulatory mechanisms, like Industry Codes of Ethics, or voluntary certification. Can self-
enforced ethical standards actually plug loopholes as left by laws? Or is there simply a reputational shield? Such empirical evaluations
of these initiatives might also define their part in ethical governance.

Conclusion

The research evaluated ethical tensions that occur at the intersection of personalization and privacy as applied in data-driven
marketing. Using a mixed-methods approach; combining both quantitative survey data and qualitative thematic analysis; it revealed
what offered itself as a very persistent paradox; while the consumers enjoy it for the fact that it is relevant and convenient, they are
also extremely suspicious about the way it uses and preserves their data, including the issues of collection. Findings indicated
widespread confusion about the consent mechanism, a lack of interaction with privacy tools, and a wide gulf between consumer
expectations and the existing marketing landscape. These revelations were backed up by literature that focused on such problems as
algorithmic opacity, the danger of re-identification and superficial consent frameworks. The implications are clear: ethical marketing
must look beyond a legal minimum and actively encourage transparency, consumer autonomy and trust. Marketers should involve
ethics-by-design in personalisation strategies — users should know, control and agree to the use of their data. This ethical alignment
therefore can be an effective risk mitigation and a competitive advantage in the more privacy aware market place. The findings
suggest that digital platforms should make privacy settings easier, change consent interfaces for clarity and provide consumers with

© 2025 FISHTAXA. Al rights reserved 292 Journal homepage: www.fishtaxa.com


http://www.fishtaxa.com/

FishTaxa - Journal of Fish Taxonomy
Vol 37, ISSN: 2458-942X

on-going education on data practices. Companies ought also to adopt auditable and enforceable codes of conduct that signal more
than legal minimum loyalties. Future research should explore user behavior in a natural setting so that the effects of ethical design
alterations can be studied. The cross-cultural studies are also necessary to find out how privacy perception differs around the world.
Investigation of the algorithms accountability, ethical literality among marketers, and effectiveness of self-regulatory measures will
be important aspects in strengthening ethical frameworks. Striking a balance between personalization and privacy is not only a
technological or legal problem but a moral imperative that requires close attention by marketers, lawmakers, the population at large.
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